EXHIBIT # lb

WIT:

Group Defined Operating Practice

Assessment, prioritization and
management of risk.

Document No: GDP 3.1-0001 (formerly GDP 31-00-01)

Implementation draft.

This Group Defined Operating Practice is issued for a period of 12 months from the
issue date as a draft implementation document to assess the impact on the
organization and to obtain feedback on the content. Following this period it will be
revised and issued as an approved Group Defined Operating Practice.

Issue Date 30 January 2008

Revision Date 30 January 2009

Author Mark Patterson, Planning Manager, Group Safety & Operations
Content Owner Steve Flynn, Group HOD HSSE

Maintainer Tim Kozina, Director, OMS Knowledge Management
Approved by John Mogford, EVP Safety & Operations

lssued By Gareth James, Head of Technical Management Systems

1
Uncentrolled Document. Valid Cnly at Time of Printing: 10/4/2010

Confidential BP-HZN-MBI00195280



Confidential

bp
a Group Defined Cperating Practice
3 § Assessment, Prioritization and Management of Risk.

Implementation draft

Contents

Summary........cccceeen

B 1y e o [T T o TSR

1.1 IEERNT B PUPBOSE o s o S B e e B T e S i s e

1.2 Scope and applicability ..o e e
1.3  Auditing, compliance and deviation ...

1.4 Administration and authorization ... e

e T P D S NI I B cuuuciuumasinans s oo 06500 o6 i S S B S s I S

2.1 Minimum requirements and racommendations..................oooiiiicieeee

22 lLanguage.. ... .

2.3 References and responsiDilties. ... ..o e

3. Group Defined Operating Practice Elements and Minimum Requirements

3.7 Element 1: Establish accountabilities ...

3.2 Element 2: Scenario level risk aSS@SSMENT .. ... e

3.3  Element 3: Entity level risk assessment........ T T e

3.4 EIBMENT 42 PIaNNING oo e e e

3.5 Element 5: Business controls........c.ccccooevvieiinin. R, T T—

3.6 Element 6 Measurement, evaluation and corrective action

3.7 Element 7: Management review and iIMProvemMent.........o.cooooioieieiieeiee e e

3.8 Element 8: Aggregation of risk above Entity 1evel ... e e

Appendix 1 - Risk framework — HSE impact 1evels ...........c.coooviooeeeeeee e e
Appendix 2 — Risk framework — Business impact [eVels..........oooceeoeveeoeeeeeeeeeeeeeemsseresenens

Appendix 3 — Risk and manageability IMatriCes .......ooviieem et e et eeen e se e ennenae

Appendix 4 — Risk based plan endorsement levels .........ccoooeoeioeceeeeceeee e

Appendix5=Definitions ..ot

Uncentrolled Document. Valid O%Iy at Time of Printing: 10/4/2010

,,,,,,,,,,,, R .|

17
R £
s el

BP-HZN-MBI00195281



bp
Group Defined Operating Practice
%FHR Assessment, Prioritization and Management of Risk.
Implementation draft

Summary

What does this Practice do?

This Group Defined Operating Practice aims to establish a consistent and complete BP Group process for
assessing Health, Safety, Security, Environment and Operating (HSSE&OQ) risks and for pricritizing actions
in suppert of the BP Group’s HSSE goal of “no accidents, no harm to people and no damage 1o the
environment” and adherence to regulatory and legislative requirements.

This Practice integrates the hazard evaluation and risk
management tools zlready in use within BP {e.g., MAR,
HAZOP, JHA, Security risk assessments, Healthmap
to support overall risk assessment, prioritization, and
management.

etc.)

This Practice follows the Cperating Management
System (OMS) continuous improvement process
cepicted in Fig. 1.

This Practice does not address non operational risks
within the organization such as commercial risks, risks
projects or enterprise risks associated with joint
vENnTures,

to

Fig 1. Continuous improvement process

This Practice includes a structured risk management process and consistent method of ranking the
impacts and probability of potential HSSE&O risks. It seeks to help prioritize resource allocation and
defines endorsement levels tc manage levels of risk.

This Practice is aligned with the hazard evaluation and rnisk assessment techniques depicted in Fig. 2. It
covers scenario development, risk assessment, prioritization and management, and it describes the
techniques used to identify and assess risks.
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Fig 2: Risk process (From the Selection of hazard evaluation & risk assessment techniques Practice)

What is the process?

This Operating Practice requires each Entity to develop an HSSE&O risk management process to support
continuous risk reduction that is integrated into business planning. Each Entity is required to implement
the process summarized in Fig. 3 using 8 Elements, which are in turn supported by 12 Minimum
Requirements. (The "Entity” may be an SPU or BU or similar crganizational unit: Ses Appendix 5 for a

full definition.)

To prioritize the management of risk each of ths individual scenario risks should be viewed zgainst the
cverall HSSE&OQ risks faced by an Entity. In this Practice the terms “Scenario risk” and " Entity risk” have
been used to differentiate these risks.

e “Scenario risks” are among the many risks identified at an operating facility and are associated

with a single scenario. (e.g., loss of containment from a specific vessal.)

o "Entity risks" are risks of higher significance to a particular Entity. These risks may consist of the
most significant Scenario risks, an aggregation of a number of similar Scenario risks, or some of
the broader range of risks faced by the Entity. (e.g., the loss of containment frem multiple vesssls

at a site.)

Intent

Each Entity shall
developa HSE & O risk
management process
that is integrated into
the business planning
process te support
continuous risk
reduction.

Risk Assessment and Prioritization

2) Scenario Risk accessment & prioritisaticn:

= Assess risks using risk framework
= Assess barriers and other factors

= Develep risk register to pnontise risks

B I

3) Entity Risk assessment & prioritisation:

+ Add task/sconario risks significant to the Entity

= Assess broader range of risks using framework

« Assess barriers and other factors

- Develcp Entity level risk register to prioritise risks

Planning & controls

4) Planning

= * Develop risk mitigation
actions for both
task/scenaric and Entity
level risks. These actions
shall be based on the
strength of existing barriers
and the need for new
barriers.

* Use local business

judgment to add

1) Establish
Accountabilities

=SPAs for each

requirement

8) Aggregation

= Aggregation of
risk above Entity
level

4

7) Management
review and
improvement.

= Assess management
process to reduce the
level of risk.

4

task/scenario and Entity risk
mitigation into business
plans,

5) Business controls

* Plan approval based on risk
level

= Put contrals in place to
assess risk management
effectiveness

¥

6) Measurement evaluation & corrective action

+ Assess pragress of actions to reduce risk.
* Take corrective action as required.

-

Implementation & operation
= Exccuting plans

= Updating Emergency response
= Communicating Hazards

Fig 3: Risk assessment, prioritization and management process

Who is it for?

Management and line organizations, who need to understand the risk management process and their
role init. This Practice is for anyone wha is involved in making decisions and prioritizing resources on

HSSE&Q risks and risk management throughout the organization.
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1. Introduction

11 Intent and purpose

Description of Issue Inconsistent or ineffective identification and assessment of risk to health and
safety of peoplz, the environment and operating performance can create many
issues for the crganization;

e Serious injury or fatalities / significant damage to the environment

e Lack of common understanding of risks at a site resulting in conflicting
management strategies or ineffective allocaticn of resources

« Difficulty in effectively and consistently communicating risks hinders the
sharing of commeon good practice.

Intent To provide a consistent approach to risk management to target resources most
effectively for continuous risk reduction. This Practice assigns accountabilities
for endorsement of HSSE&O risk management plans

12 Scope and applicability

Scope This Operating Practice shall be applied to Entities that are wholly owned and
operated by BP, for assessment and prioritization of risks.

In the case of Joint Ventures the following shall apply:

= Where BP has operational control of a joint venture, BP shall, after an
appropriate risk assessment, endeavor to adopt this Practice and shall, if
necessary, seek to amend relevant agreements immediately or upon
renewal.

 Where BP does not have operational control of a joint venture, BP shall, if
necessary after an appropriate risk assessment, endeavor to ensure the
operator adopts the intent of this Practice. Where this is not possible or
feasible BP shall seek to influence or persuade the joint venture or
contractor to adopt a set of principles based on this Practice.

This Practice is not a substitute for other specific risk management processes,
e.g., MAR, those applied during daily operations (e.g., Job Safety Assessment),
during construction activities, or during major projects, although the outputs of
these other processes may be used as inputs into the identification of risks in
this process.

In the event of a conflict between this Practice and a relevant law or regulation,
the relevant law or regulation shall be followed. If the Operating Practice creates
a higher obligation, it should be followed as long as full compliance with the lavw
or regulation is achieved.

Uncontrolled Document. Valid O?uly at Time of Printing: 10/4/2010
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1.3 Auditing, compliance and deviation

Auditing and The monitoring of adoption of this Practice and reporting on imglementation and
Compliance progress on meeting targets shall be lecally owned and included as part cf an
annual self-verification process for each Entity.

The minimum requirements of this Practice are an auditable part of the OMS.

Deviation from Entities that are within the sccpe of this Operating Practice shall adogt or modify
Minimum their procedures and practices to conform to the minimum requirements
Requirements described in this Practice.

A decision not to conform te the minimum requirements of this Group Defined
Cperating Practice shall be based on a risk assessment that is formally justified,
recorded and authorized by the relevant line Group Vice President, or equivalent
BP operational leader, after consultation and approval from the Group Head of
HSSE or his or her delegated nominee This record shall, if requested, be made
available to the Group Head of S&0 Audit, for review and/or challenge as

appropriate.
14 Administration and authorization
Administration Administration and authorization responsibilities for this Operating Practice are

and Authorization
Content Owner: Group Head HSSE, S&Q

Maintainer: Director CMS Knowledge Management
Approver: EVP S&0

The Content Owner is responsible for confirming the accuracy and integrity of
content and proposed changes to the Practice.

The Maintainer is responsible for the upkeep and continued integrity of the
Practice, including regular reviews and audits.

The Approver is responsible for authorizing and approving changes to the
Practice.

Interpretation Questions of interpretation should be cirected in writing to the Content Owner or
Maintainer of this Practice.

Changes and Any suggested changes or amendments to this Practice should be forwarded to
Amendments the document Maintainer and Content Owner along with the reascns for
suggesting them.

All suggestions shall be acknowledged and, if rejected, the reascns given for their
rejection.

Accepted changes shall be administered through the document change control
system employed by Group Safety & Operations.
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Document Control  This Practice shall be held and controlled in the Safety & Operations website until
and Review the OMS Library is available

This Practice is subject to regular review and also to review whenever

circumstances dictate. All reviews, regular and otherwise, shall be initiated by the
Cantent Owner.
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2. The Practice structure

2.1 Minimum requirements and recommendations

The Minimum Requirements set out below describe the minimum
processes and activities that shall be completed to deliver the intent of this
Practice. Subject to the "Scope” provisions in Section 1.2, these Minimum
Requirements will form the basis for S&O audit protocols.

Minimum
requirements and
recommendations

Recommendations provide guidance as to how to meet the Minimum
Requirements and zre based on good practice — both internal and ex:ernal to
BF. Adherence to recommendations in this Practice is not required.

22 Language

Shall, Should and Throughm.n the BP Group Practices the following words have specific
May meanings:

¢ 'Shall'is used where a provision is mandatory.
* ’'Should’ Is used where a provision i1s preferred.

« 'May’ s used where alternatives are equally accepteble.

23 References and responsibilities

References References, where appropriate, are made to other relevant Group
Standards, Operating Practices, operating standards, guidelines, procedures
and documents to support this Practice

Responsibilities Where appropriate, roles and responsibilities to deliver any process/activities
required within this Practice are clearly defined. Delivery of these
responsibilities shall be locally assigned.

3
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3 Group Defined Operating Practice Elements and Minimum Requirements

‘ 31 Element 1: Establish accountabilities

Intent To define roles and responsibilities to help ensure that the risk management
process 1s robust and that action is taken to support continuous HSSE&D
risk management.

Minimum 1. For each Entity, authorities for undertaking each of the Minimum
Requirements Requirements of this Practice shall be delegated, documented, and
agreed. Competency for these roles shall be defined and assessed.

Recommendations « Given the significant legal and compliance issues inherent in the nisk
assessment and planning process, a BP legal representative shall be
consulted each year at the start of the process described in this Practice
and as required. (To advise on the HSSE&OD risk management activities,
any confidentiality or legal privilege issues, and on the extent of BP Legal
involvement in those activities).

o Detined roles should include a manager accountable for the effective use
of this Practice and a manager accountable for incorporating the cutput
intc business plans.

32 Element 2: Scenario level risk assessment

Intent To promptly identify, assess and document HSSE&QO Scenario risks.
Minimum 2. Each Entity shall have a process in place to identify and maintain an
Requirements up-to-date record of its Scenario risks. The following factors shall be

among those considered when initially identifying risks and as
potential triggers for updating them. For example:

« Audit /incident findings, HAZOP/HAZID assessments;

+ Excursions outside safe operating limits;

« Changes to facilities, or onsite/offsite populations, new projects;
« Employee concerns; and

« Secunty concerns.

Scenario risks shall be documented in a risk register as follows:

s The scenario descriptions, (i.e. descriptions of a scenario, its
causes and undesired outcomes),

e« The barriers that are in place, their effectiveness, and the other
factors that could change the probability of a risk or its impact,

« Probability and impact, taking into account the quality of barriers
and other factors that change the probability of a risk or its impact.
(All new assessments shall use the Risk Matrix described in
Appendices 1-4. Existing safety studies that assess risk using a
difterent matrix can be used until they are updated through their
periodic review).

+« Person accountable for managing the risk; and

+ Actions to reduce the level of risk, with action cwners and
completion dates (see Element 4).

Uncontrolled Document. Valid Ogly at Time of Printing: 10/4/2010

Confidential BP-HZN-MBI100195288



Group Defined Operating Practice

{Implementation draft.)

Notes on how to record a risk scenario:

For each hazard, multiple scenarios can
exist, each with potential impacts and
associated probabilites. The highest nisk
scenario shall be selected and recorded as
the representative risk. i.e, the risk in the
area of the risk framework with the highest

i '!':‘., Assessment, Priontization and Management of Risk.

[eret]

score. (See Fig. 4))

Example: Road traffic accidents can result

ina range of potential impacts, from

frequent low-impact events such as minor
vehicle damage, 1o less likely, severe
impacts such as multiple fatalites. The
representative risk is the highest-risk

isk Matrix

B

j i

y!
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scenario.

If multiple risk scenarios exist for a particular risk, then consideration should be given to viewing these
as separate risks. This is particularly important if a high potential impact is identified.

Recommendations

References

Confidential

+ The Guide for the Selection of Hazard Evaluation and Risk Assessment
Techniques should be used to support the selection of tools fer evaluating
(identifying and understanding) hazards and characterizing risks.

o When a risk has been identified with the potential for multiple fatalities, a
more in depth analysis should be used such as Major Accident Risk
assessment (MAR) or a Quantitative Risk Analysis (QRA).

+ Risk registers may include more detailed information associated with the
risk event, the process{es) or part(s) ot the operation where the nsk is
present, specific links to action plans associated with the risk, references
to other documentation, associated risks and action plan status.

s Some countries, (e.g. Germany), may require adaptation of Appendices 1-
4 to accommodate local legal circumstances; local legal advice should be
sought. Any adaptation requires a deviation to be approved.

¢ When generic industry data is used to support the assessment of a risk,
consideration should be given to the factors that could alter its impact or
the probability and the reasons for any differences documented, ¢.g., the
effectiveness of the barriers that are in place or organizational change.

* Tools to simplify the capture ot information (including a recommended
risk register with integrated action tracking and examples of risk matrices
and manageability matrices) are provided on the OMS Practice SharePoint
site. (https:fivss2.bp.com/HSSE2/oms_Practices/Risk_Assessment)).

A Hazard and Risk Register shall be developed for each BP Operation. A
summary of the Hazard and Risk Register shall be included in the Annual
Engineering Plan (Integrity Management Standard, Part 3.3; “BP
Operations”, in that Standard, means BP Business Units, projects, facilities,
siles and operations).

Uncontrolled Document. Valid Grly at Time of Printing; 10/4/2010
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33 Element 3: Entity level risk assessment W

Intent To identify, assess and document HSSE&Q Entity nisks so that they can be
managed etfectively.

Minimum 3. Each Entity shall have a process in place to identify and record its

Requirements Entity risks. These risks shall be identified as described below from
both the known Scenario risks and the broader range of risks faced by
the Entity:

e Individual Scenario risks that would require endorsement of the nsk
management plan at operational leader level or higher. {e.q.,
PUL/BUL or Works General Manager or higher, see minimum
requirement 7.)

= Aggregation of a number of similar lower-level Individual Scenario
nsks that, when aggregated, would require endorsement of the risk
management plan at operational leader level or higher. (e.g.,
PUL/BUL or Works General Manager or higher, see minimum
requirement 7.}

s Other Scenario risks which (individually or when aggregated) merit
inclusion as Entity risks.

» Consideration of the broader range of risks faced by the Entity, e.g.:
¢ Risks identified from investigations, audits and incident findings;
o Natural environment (e.g., hurricane, earthquake),

s Health risks (e.g., pandemics, occupational exposure), and
« External events (e.g., regulatory chenges, security).

4. Each Entity shall document its Entity level risks in a risk register, this
shall include the following information:

« The scenario descriptions, [1.e. descriptions of a scenario, its causes
and undesired outcomes);

« The barriers that are in place, therr effectiveness, and the other
factors (e.g., organizational change, regulatory regime) that could
change the prohability of a risk or its impact;

« Probability, impact and managezbility, taking into account the quality
of barriers and other factors that change the probability ot a risk or
its impact. (All new assessments shall use the Risk Matrix
described in Appendices 1-4. Existing safety studies that assess risk
using a different matrix can be used until they are updated through
their periodic review).

e Person accountable for managing the risk; and

« Actions to reduce the level of risk with action owners and
completion dates (see Element 4.

5. At Entity level, HSSE&O risks shall be plotted graphically to support
the understanding and communication of these risks. The impact on
the health and safety of people and on the environment shall be
clearly distinguished from business impacts so that managing HSE
risks may be effectively prioritized. To do this:

A matrix showing HSE impacts (see Appendix 1} vs probability shall
be prepared, and a matrix showing risk vs manageability should be
prepared.

s A matrix showing Business impacts (see Appendix 2) vs probability
shall be prepared, and a matrix showing Business risk vs
manageability should be prepared.
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6. The Entity level risks shall be updated annually as part of the planning
cycle and/or if there is change that adds new risk or materially
changes an existing risk. The following factors shall be among those
considered when initially assessing risks and as potential triggers for
updating them. For example:

e Organization change;

= Physical changes to facilities;

e Regulatory changes, and

= New standards (internal and external).

Recommendations « The Entity risk assessment shculd be generated at an appropriate time in
the business planning cycle to allow actions to be aggregated into plans at
appropriate levels.

« The Entity should actively seek to identify potential risks where the
workforce may have become accustomed to the presence of the risk, or
weaknesses in barriers, e.g., housekeeping, pump leaks, faulty
instrumentation.

» Todentify and assess the risks, the Entity should use a facilitatec
discussion with participants familiar with and accountable for the Entity’s
day-to-day operations. Consider engaging expertise external to the Entity
1o provide alternate perspectives BP Legal should be given the
opportunity to participate in the process (including activities such as
workshops, risk documentation and review of outcomes).

e The Entity should use broad open questions to expand thinking on the
range of risks that can be identified. The OMS sub-element principle
statements (see OMS Part 2) should be used as a guide to ensure to that
all sources of risk are considered. Some possible data sources (including
other specific nsk processes — MAR, HAZOP, IS0, etc.) tor identification ot
risks associated with each element of operating are presented in Fig 5.

Results Privilege to Operate

© g 580 and other audit e ¢ Not meeting commitments

findings/ ecommendations, made to employee, regulatory
P

nedent analyurs or community enties

Leadership !
# 0 Leaders with sincle
peinl accountability “or [

decrsions where they
don’l understand the
nsks 31 consequences of
these decsions PAS &
culture surveys rasults

Risk

eq MAFR. Hazmd Evaluation
[_‘ and Risk Assessmernt Mractice
findings, Previous nsk
FSEESSMENT O Sub 12ar
assessmants, IM Standard
implementaticn [Element 21,
1SO aspects reviewy, ALSM,
HeathMAP, Secuiry

—— Procedures

eq out of date, poorly
contrallad or inconsistantly
toliowed piocecures thit ale
matenal to the sate and

Organization
eq FAS & Culture
suvey results,
Competencetraining
iecorms Chromcally hgh

levels of overtime T T eltectve operation ol the
lacilities
Optimization Assets
c.g dawnlime revicwa, » g pani /inconsistent tacilty stewsrdshin
raargy etlicikney overdoe nspeclions [ET2 nnpkanentation,

IM Standard mplementation)
Fig 5: Elements of operating - example prompts

* There may be cases where the manager accountable for incorporating risk
management plans into overall business planning may also elect to accept,
transfer {or share) or terminate the risk.

* The manageability matrix should be used as part of the process to
understand how risks can be reduced and may help to determine
circumnstances where it is more approprigte to reduce the impact of an
event rather than reducing its probability of occurrence.
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34 Element 4: Planning

Intent To prioritze actions and to incorporate them into business plans.

Minimum 7. Actions to manage the identified risks shall be determined using the

Requirements principle of continuous risk reduction and local business judgment,
and:

« Potential actions to address Scenario and Entity level risks shall be
prioritized and assessed considering a range of risk reduction
measures, strength of existing barriers and addition of new barriers

« A decision shall be taken, based on the level of risk, as to whether
short term nisk mitigation 1s needed while longer term nsk reduction
measures are put in place (see Minimum Requirement 8).

« Risk reduction measures should be considered in the following order
of preference: Elimination, Prevention, Centrol, Mitigation, Emergency
Response.

+ Controls should be considered to have the following order of
reliability: Passive measures, Active measures, Administrative or
Procedural controls

These actions shall be incorporated into business plans or local
operating management systems.
Notes on prioritizing actions:

Risk reduction actions should be assessed on their effectiveness based on the following guide:

Risk Reduction | Examples | Increasing
type | Effectiveness

Elimination Eliminated by use of substitution

(e.g. use of ditterent chemical reactants, cancelling an activity or

deferring or limiting an activity to reduce the exposure to hazards)

Prevention Prevented at source
(e.g. use of alloys that are more resistant to corrosion)
Control Controlled through design features or administrative procedures

(e.g. tire/gas detection and emergency shutdown)

Mitigation Mitigated by protection of personnel

(e.g. use of Personal Protective Equipment (PPE))

Emergency Mitigated through effective Emergency Response
Response le.g. firewater)

Fig 6: Effectiveness of risk reduction measures

Controls should be assessed according to their reliability based on the following guide. Reliance
upon administrative or procedural controls alone may be appropriate for interim short-term
interventions, but should not form the basis for longer term risk reduction plans.

| Control Examples Increasing
types reliability
Passive Preventing a shore tank overflowing during a discharge operation |
| measures from a ship by installing a tank that it is larger than the ship’s
capacity. |
Active Prevenling a shore lank overllowing during a discharge operation
measures from a ship by installing a high level shutdown system.
Administrative | Preventing a shore tank overflowing during a discharge operation

| or procedural | from a ship by relying on operator monitoring and control.
controls

Fig 7: Reliability of controls
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35 Element 5: Business controls

Intent

Minimum
Requirements

To ensure that plans have business approval appropriate to the level of nsk and
to identify the criteria to assess risk management effectiveness.

8. The organizational level responsible for endorsing plans shall be
based on risk, and take the requirement for short term risk mitigation
into account. (See chart in Appendix 3 and the table in Appendix 4.)

9. Each Entity shall establish a performance management process that
monitors the closure of actions relating to Entity risks and the
effectiveness of these actions.

36 Element 6: Measurement, evaluation and corrective action

Intent

Minimum
Requirements

To assess performance of the risk management plans and to initiate
corrective action If required.

10. HSSE&O risk reduction actions shall be assessed (annually as a
minimum), to determine if the risk reduction actions have been
progressed and if the risk has been adequately reduced. Necessary
corrective action shall be taken.

Recommendations » The Scenario risk register and Entity risk register should be reviewed on
an ongoing basis to ensure that risk management activities are having
the desired effect and that work is prioritized properly.

» Share successes with other similar operations (at meetings, workshops,
conferences, or when meeting to discuss aggregation of risks to higher
levels of the organization)

3.7 Element 7: Management review and improvement.

Intent To assess performance of the risk management process and 1o initiate

corrective action if required.

Minimum 11. Each Entity shall assess the effectiveness of its risk assessment,

Requirements

Recommendations

prioritization and management process, and if required, take
corrective action and update the Local Operating Management
system (LOMS), or its equivalent until the LOMS is in place.

» As part of the annual or triggered review each part of the OMS
continuous improvement process should be assessed to make the risk
assessment, priorilisation and managemen! process as elleclive as
possible. In addition, the following areas should be assessed to identify
potential areas of improvement.

« Consistency ot risk assessment within the Entity.

e \Which management strategies worked well and which strategies
could be improved.

e The approval process (what does and does not work well}

« Availability ot competent people to support the activities

e Selection of performance metrics to improve visibility

s Successes should be shared with other similar BP operations.
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338 Element 8: Aggregation of risk above Entity level

Intent

Minimum
Requirements

Recommendations

To generate an aggregated view of risks above the Entity level to facilitate
strategic management of risk and allocation of rescurces across the

organization

3

.\ %
| S

[ Line& N CGroup Management
Expert irgut Risks |} Mitigaten
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Informs
S X Segmen:, M—
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h
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Ertity
Risks

Fig 8: Aggregation of risk based plans

Sroup
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Segment,
SPU anc
BU Plan

Entity
Plans

12. Above Entity level, risks shall be aggregated annually as part of the
planning cycle to allow strategic management of risks and to
prioritize resource allocation at the appropriate level of aggregation
{e.g., SPU, Segment, Region, or Group).

= When aggregating similar risks {i.e., risks involving sufficiently similar
types and scales cf potential impacts) the following steps may be used

° Agree on a cornmon description of the risk event for the similar
risks being aggregated at the higher level.

. Based on the number ot sites where the risk event may occur, an
overall probability at the aggregated level can be determined
Where there are more sites at which the risk may occur, the
probability will be higher. As a rule of thumb, the probability levels
are factors of 10 (re,, if there are 10 sites where the event may
occur, then the prohability will be one level higher, or 2 levels higher

for 100 sites, etc.).

= Consideration should be given to the generic issuesfweaknesses that
may only be seen when considering multiple sites (e.g., weaknesses in

key skills may be more visible when viewed at an SPU level).
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Group Defined Operating Practice
Astessment, Prioritization and Management of Risk.
iimplementation draft.}

Appendix 1 - Risk framework — HSE impact levels

HEALTH AND SAFETY

ENVIRONMENTAL

Comparable to the most
catastrophic health/ safety
W incidents ever seen in industry.

* Future event, e g. unintended release, with widespreac damage te any environmrerst and

which remains in an “unsatistactory” state for & period > £ vears

15, ! * Future event with extensive camage to a sensitive anvirenmrent and which remairs in an
- | g
2 The potential for 200 or mere ‘ursatisfactory” state for & period > 5 years

=0 fatalines (or cnset of . .

e ! ¢ pg J' 9 * Future event with widespread damage o a sensitive envirormant and which czr only be
L' threatening health ettects) shall et A -

2 =i . : remediatec 10 & "satisfactory” / agreed state in a oeriod of Z - 4 years

2 b awavys ba classified at this lavel

o = =
= 3 % | Catastrophic health/ safety * Futurz event with extensive camage to a non-s2nsitive envirormant and which remans in
55 z g | incident causing very an “unsatistactory’ statz tor 3 period > 5 years

ToER . Ve L b Y

%E = w:da_:pronfd t_’l'_t"im‘s within or * Future avent with extensive damage 1c a sensitive environment and waich can only he
BEnc outsides faciity, remediated 1o a “satistactory” / acraed state in a period of 2 - 4 years
ey S ;" A -
[t E '@| The potanual ter 5C or more * Futurz event with widespread damace 10 a non-sensitive environment and which ca~ only
I s fatahties (or enset of life be remediated to a “satisfaciory” / agreed state in a period of 2 - £ years
=gl - hr i 5) sl : ;

5 e thikatening healthettacts) shal * Futurz event with widespread damege 1o a 5en5 tive environment ang wn ch can o2

aways be classified at this lavel

remeciated to @ evel whizh restorss its environmental amenity in a period of € 1 year

Catastrophic health/ safety
incident causing widespread
fatalities within or outside a
facility

Jimpac

level of

The potznial tor 1C or more
tatalies (or anset of life
threatzning health etfacts) shall
aways be classified at this level

r'mét.seva're

extr_al‘nﬁh,!]mv_ Tha upparlevel of this framewnrk isdafinad by the

° Futurz event with extensive camage to a non-sensitive environment and which car only be
remediated 1o a 'satisfactory” / agrzed state in a period of 2 - 4 years

* Futura event with widespread damage to a nen-sensitive environment and which can be
remediated 1o & 'evel whizh restorss its environmental amenity in a pernod of @ 1 year

* Future event with extensiva damage to a sensitive environment and ‘which can be
remediated to a level which restorss its environmental amenity in a pencd of @ 1 year

* Futurz event with widespread damage 1o a 5ens tive environment and wh ch can o=
remeciated to 2 evel which restaras its environmental amenity in @ penoc of months

mage tethe E*'mronrrent ‘Ne accndant m;.srv or loss of contmnmentcausing damaga to ‘the e
mas framework (equwalams of which are used throughout industry) to supoortithe conflstentwpr[crmzahm of actions to eliminate or mitigate HSE risk. .

ntis parumount this is reﬂec:cd in BF's HS gcal bf,,N ; .c.c dents No Harm tc People, and No.

TonRMmant s ever ! acoeptable" to BP, BF is using

Very major health/ safety incident

* The potential for 3 or mere fatzlities (or onses
of Ifz threatening health effects) shall always
be classified at this level

* 30 or more injunes or n2alth eftects to EP
workicrce, either permanent er recuiring
hogpital treatment for more than 24 hours

* Future event with extensive damage to a non-sensitive enviranment and which can be
remediated to a level which restores its environmental amenity in a geried of @ ° y=sar

Future event with localized camage te a sensitive eqvironment and which can ke remediated
to a level which restores its environmental arrenity in 2 pariod cf @ 1 year

Future event with widespread damage 1¢ a non-sensitive 2nviranmert and which 2an be
remed:atad to & level which restores its environmantal amenity in a paricd ot montns

Future event with extensive damage to a sensitive 2nvironment and which can ke
remediatad 1o & level which restores its envirenmeantal amenity in a peried of menths

Major health/ safety incident

"1 or 2 tatal tes, acute of chronic, actual o
alleged

" 10 or more injuries or health effects 1o BP
workiorce, either permanent or requinng
hosgital treatrment for more than 24 hours

~ Future event with localized carmage to a non-sansitive envirenment and which czn be
remediated to a level which restores its environmental amenity in a pened of @ © y=sar

-

Future event with extensive damage to a non-sensitive environment and which can be
remadiated 10 & level which restores its environmental amenity in a pericd of montns
= Future event with localized camage to a sensitive eqvironment anc which zan be remadiated
10 a level wnich restores its enviroamental amenity in & peniod of months

Future event with extensive damage to a sensitive environmert and which can ke
remediated to a level which restores its environmental amenity in a pericd of days or weeks

High impact health/ safety incident

* Permanent partial disabilitylies)

* Several nen-permarent injuries or health
impacts.

* DAFNC

Future event with localized damage tc a non-s2nsitive envircnment and which cen be
remediated to & level which restores its envirenmental amenity in a pericd of montas

Future event with immediate area damage 1o a sensitive environmant and which car be
remedieted to & level which restores its environmental amenity in a period of montns

Future event with extensive camage 1o a nor-sensitive environment and which can be
remediated to a level which restores its environmental amenity in a pericd ot davs or weaks
Future event with localized camage to a sensitive environment anc which can te remadiated
to a level which restores its environmental arrenity in a period of cays or wesks

Medium impact health/ safety incident

* Single or multiple recordabie inury er health
effects from common source/event

-

Future event with immediate area damage to a non-sensitive anvironment arc which zan be
remediatad to a level which restores its environmental amenity in a peried of mortas
Future event with localized damage tc a non-sensitive envircnment and which cen be
remedigt=d 10 & level which restores its environmentzl amenity in a pericd of days or weeks

* Future event with immediate arez damage to a s2nsitive environment and which can be
remediated to  level which restores its environmentel amenity in a peried of days or weeks
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i Low impact health/ safety incident * Future event with immediate area damage 1o a non-sensitive 2nvironment and which zan te
* Firstad remedietad to g level which restores its envirenmzntel amenity ir a period of davs or weeks
H |- Single or muluole over-exposures causirg
i | notceanle Imtaton out o actual heaith

| ettects

Uncontrolled Document. Valid Onlyaat Time of Printing: 10/4/2010

Confidential BP-HZN-MBI00195297



Group Reliard RreEH maRractice
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Appendix 2 - Risk framework — Business impact levels

SEVERITY PRIVIL EGE TO OPERATE EQLIEMENT DAMAGE
BUSINESS VALUELOST

Global outrage, global brand damage and/or atfecting international

e >$10 billion
legislation.

* Prolonged international media coverage

* Fegional outrage, for example North America, Europe. )
B %5 billion - 310 billicn
* Regional brand damage.

* Likely to lead to change of regulations at regional level.

* International media coverage prolonged Regional media coverage

* Public outrage in major markets, eg. North America, Europe.
C * Limited regional/ national brand damage $0.5 billion - $5 billion
* Actual or threatened loss of privilege 10 operate (license suspension) for
major operation in a significant market.

* Likely to lead to change of nationalfistate in USA) regulations.

* Coblo e 3 tl . maarkat amhorosuo b O L OC O r
Pt e air-athe raat et et S o re e e S e
aspiration.
D * Regional or prelonged local media coverage or severe national outrage. $100 m to $0.5 billion

" Actual or threatened loss of License to Operate for affected business/site.
* Likely to lead to change of regulalions

eleat
aHEET:

3

E "Public or investor cutrage in non-major markets. 35 -8100 m
* Significant enforcement action against one or more materizl assets in a
significant market (e.g. US, Europe)

* Prolonged local media attention.
F * Other enforcement action against one or more material assets in other $500k-$5m
market (not US or Europe) with a foreseeable end date.

* Short term local media coverage

G * Some disruption to day to day lives (e.g. loss of single road access less
than 24 hours)

* Fines or other penalties significant ta a BU.

$50k -$500k

* Isolated and short term complaints from neighbors (e.g. complaints about
specific noise episode)

H * Code of Conduct violation which does not lead to higher severity level <350k
consequence

"No community notification reguired.
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Appendix 3 - Risk and manageability Matrices

Risk Matrix

Probabllity
1 2 3 4 5 6 7 8
An evant that i — |Similar event has|Similar event has| Likelv ta occur i fkaldaree | Event likely to — |
[TSEVERITY |7 wolkebe T e T Treceared T I T Wt e SeFETe u.un' Jeceur more than &+~ = —
| M occurred within |t | < eam | The tacility ~ d occurance at the |
LEVEL uriikely iny o) P,.,'m sty | ' fretime | LigRceintha | e - |
industry, it ol TTiL o T tecifty Stezimer, i L |
| 111 | i | 41 NGRS ) i SRS
A el e : {
B 0
[ I 0
H 0
| E D i & I
S
A 0
I A
E 4 it ‘| 0
i |
i gl
F 3 4 ! 0
i i
G 2 3 4 it - i
H 1 2 3 4 ] I
<10° 10%1010* 10*t010™ 1010107 10%010? A
: R PR AR LR AR i e A R e

Manageability Matrix

Manageability

Medium

LA

Outside influence
Can only reduce impact

Within control
Can exert & hich degree of
control over probability and
impact

Withininfluence
Can influence probability
and impact

20

Uncontrolled Document. Valid Only at Time of Printing: 10/4/2010

BP-HZN-MBI00195299



bp Group BelinReRpae v Arjctice

Astessment, Prioritization and Management of Risk.

Appendix 4 - Risk based plan endorsement levels

| Indreidual Task/ | Rick aggregated i Recuired acticr
i Sce

c2nerno nsks 10 Entity level

i
|

For continued cperaticn the agpropriate Segment EVF, CF J leader and the
Sa¢ment HSE VP chall ke promgty notitied. [

1110158
i|A shors term risk mitigat on plan shall be implemented premptly while the
l1Secment EVP's appreva < obtained tor a longer term nzk mytigation plan.
i
For continued operaticn the approprale opeiations kéder e g, PUL/BUL or
WaM) shall b2 promptly notitied.
910 10

A chor: tarm rick mitigat on plan chall be implamented premptly while tha
aperoorate cperations leader's approva 1S obtained tov a longe - term nzk
mitigatien plan.

Shcrt term nisk mitigation zhall b2 implemented while the appropriate
ERGE operations leader's asproval is cbainsd 12 manage t™a rick as part of an
overall program ot continucus nok reduction

Ceontinuous rick management miuzt o8 smbedded in the business’'s HSE
1105 1w and Operations activity in pursuit of the Sroup's HSE Goals of *Nao
aczidents, no harm te pecple, no damage to the environment’
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Appendix 5 — Definitions

The following terms are used with the following meanings in this Practice The principal focus of
this Practice is the management of threats to health, safety, environment and operations, in the
context of the Group's HSSE goals. For this reason, the term “risk” as used in this Practice 1s
confined to threats rather than opportunities.

Barriers Barriers are the tangible Plant, Process, People risk reduction measures that
are intended to prevent the incident occurring and/or control its impact or
frequency and/or mitigate its effect on people, the environment, or our
business

Entity An organmizational unit within BP which may be a Perfermance Unit, Business
Unit, Strategic Performance Unit, Segment or some logiczl subgroup of one of
these, defined by the Segment, Function or Regicn. Each Entity will have a
consistent Local Operating Management System documented in an OMS

Handbocok.
Entity risk Arisk of higher significance to the Entity.
Event Occurrence of a particular set of circumstances
Hazard A condition or practice with the potantial 10 cause harm 1o people,

environment, or business performance.

Impact The loss / harm to people, environment or business performance if a risk event
should occur,

Manageability The degree of control that BP can exert in the circumstances surrounding an
event
Plan HSSE& O plan - the plan put in place by a site to address HSSE&O risks

Business plans - the overall plan for an Entity that includes business and HSSE
and operational actions

Action plan —the plan put in place to address a specific risk or number of risks
Probability Likelihood of occurrence of an event (taking inte account existing barriers that
are In place, and usually considered over a 1 year period).

Risk A measure of loss / harm to people, the environment, compliance status,
Group reputation, assets or business performance in terms of the product of
the probability of an event occurring and the magnitude of its impact.

Throughout this Practice the term “risk” is used to describe health, safety,
Security environmental and operational (HSSE&Q) undesired events.

Risk assessment The process by which the impact and probability ot a risk is assessed.

Risk management The process by which the results of a risk assessment are used to make
decisions regarding risk reduction strategies.

Residual risk The level of risk that remains when barriers are taken into account.

Scenario risk An individual undesired risk,

A scenario The description of an individual undesired event with specific causes and
impact
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