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1. INTRODUCTION

Cameron Controls is developing and building a blowout preventer (BOP) controi
system under contract to 8 & B Faicon Drilling. The BOP is designed for deepwater
drilling operations up to 10,000 fest below sea level and is to be installed on the
Deepwater Horizon. EQE was contracted by Cameron to conduct a risk assessment
of the BOP system. The risk assessment was developed to identify any reliability
concerns and rank the contributors to system unavailability based on their likelinood
of occurrence.

This report documents the analyses of the Cameron BOP control system 1o function
properly on demand. The analyses were performed using a quantitative method, Fault
Tree Analysis.

The fault tree analysis of the BOP control system design uses boolean logic fault
tree models which were developed for each of the various portions of the system.
The model was evaluated using the SAPHIRE fault tree computer code. The results
of this evaluation are an identification of the combinations of equipment failures,
operator errors, and/or environmental conditions, which if they occur will lead to
failure of the BOP to perform its desired function. Each of these combinations is
cafled a "cutset” and each cutset represent one minimal grouping of failures leading
to the undesired failure state.

This quantified fault tree model of the BOP control system also evaluates the
probability of failure on demand of the modeled system. This probability of failure is
largely site independent, although specific environmental conditions could have some
impact on the resuilts. In order for the model to be useful, it is important that the details
of the BOP control system configuration be accurately reflected. While generic data for
BOP control systems are available in the OREDA database at a high level, a fault tree
analysis performed for the specific BOP control system design provides a more
accurate picture of system reliability. The results also allow a more detailed exploration
of the system design to determine potential weak areas in the design with respect to
reliability.

The undesired BOP failure states included in the risk assessment were defined and

agreed upon during discussions between Cameron and EQE. These undesired
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events form the definition for the fault tree models daveloped. These events are
defined as failure of the system in such a manner as to result in potentially severe
environmental damage and/or significant danger to personnel safety. The specific
events and subevents examined by the analysis are:

1. Failure to perform the critical functions of the emergency disconnect sequence
(EDS) are examined as a single event as well as individually, including:

* Failure to close the blind shear ram,

e Failure to close the casing shear ram (if casing is in the stack),
¢ Failure to disconnect the riser from the stack,

= Failure to close the upper and lower choke lines,

s Failure to close the upper and lower kill lines.
2. Failure to adequately perform well control operations, including:

* Failure to close the upper and lower annular,

» Failure to close shear rams and the pipe rams,

* Failure to open the applicable upper or lower choke lines, or
* Failure to open the applicable upper or lower kill lines.

The fault tree models and FMEA were developed based on design and operationsal
information provided by R & B Falcon and Cameron Controls. The risk assessment
includes:

1) the electro-hydraulic system necessary to perform the EDS and well contral

functions up to but not including the ship’s hydraulic supply to the subsea units;

2) the vellow and blue pod subsea electronic modules, each containing two
redundant sets of electronics which control the position of the electro-hydraulic

valves;

3} the modems and multiplex cables used to transmit the signals from the surface
to the subsea electronic modules;

4) the communication and power distribution cabinets;

) the Driller’s and Toolpusher’s control panels;
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- B8) the CCJWorkstation:

7) the unintérruptible power supply (UPS) up to but not including the ship’s supply I
buses. :

The electro-hydraulic models were developed at the component level of detail, eg.,
solenoid operated pilot valve, hydraulic operated inner choke valve, pressure
regulators, etc. The electronics portions of the models were typically developed at
the board level of detail. All other portions of the model were developed at the
component level of detail. Human errors were included in the model for failing to
perform various necessary actions such as initiating the emergency disconnect
sequence, switching to the backup electronics pod in the event of a failure of the
active pod, or actuating individual components in those cases where the EDS is not
present.

This report summarizes the development of the fault tree model and the results
obtained from its evaluation. Section 2 is a short summary of the fault tree analysis
analytical tool. Section 3 provides a specific description of the fault tree model,
including the top events developed, the data used to evaluate the model, and key
assun{ptions used in the model development. Section 4 summarizes the results
obtained from the fault tree model evaluation. Section 5 provides a summary of
observations that can be drawn from the evaluation results. The graphical printout
of the fault tree model, the data used in the evaluation, the failure cutset listings,
and the importance measure calculations are provided in the appendices in their raw

form.
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2. FAULT TREE METHODOLOGY

Fault tree analysis is an analytical tool that uses deductive reasoning and a
graphical depiction of that reasoning process to determine the various failurs event
combinations, which if they occur, lead to the occurrence of an undesired event. It
is a structured, systematic approach that can be used to evaluate a single system
or multiple systems and account for system interactions. Fault tree analysis is a
tool that can be used to develop both qualitative and quantitative results,

The fault tree model is developed from logic gates, which are graphic .
representations of Boolean AND and OR operators, and basic events which are
analogous to individual failures. The graphical symbols seen in Figure 2-1 are the
symbols most often used in fauit tree analysis. These symbols are AND Gate, OR
Gate, Transfer, and Basic Event. These symbols and their definitions are discussed
below.

OR GATE (SEE SYMBOL LABELED OR-GATE)

A Boolean logic operator with one or more inputs which is true if any of the inputs
to the gate are true. For example, in the figure below, if any of the basic events,
BASIC-EVENT-2, BASIC-EVENT-3, or BASIC-EVENT-4 which are input to the OR
gate occur, the OR gate is considered to occur.

AND GATE (SEE SYMBOL LABELED AND-GATE}

A Boolean logic operator with one or more inputs which is true if all the inputs to
the gate are true. For example, in the figure below, if the basic event (labeled
BASIC-EVENT-1) and-the OR gate occur, the AND gate is considered to occur.
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OR Gaw
Exampie
OR-SATE BASIC-EVENT-)
r 3
Basic Evert 2 Rasic Event 3 Basic Event 4
BASIC.EVENT.2 BASIC.ZVENT.3 BASICEVENT-4

Figure 2-1 - Fault Tree Graphical Symbols

TRANSFER {BOX WITH A TRIANGLE BELOW - SEE SYMBOL LABELED TRANSFER)

Convenience for the analyst which denotes that this event is described in more

detail in another place within the model (e.g., another page).

BASIC EVENT (BOX WITH A CIRCLE BELOW - SEE SYMBOLS LABELED BASIC-
EVENT-X)

This symbol represents a basic component failure, human error, or maintenance
unavailability. These events are representative of the lowest level of resolution in
the model. Each basic event has an associatad probability of failure associated

with it if quantitative resuits are desired.
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The development d‘fvtvl';e fault tree model begins by identifying the undesiéed
condition to be examined, commonly referred to as the top event. This event may
be defined as broadly or as narrowly as desired but this event definition sets the
bounds of the analysis so care must be taken. This event is usually defined as
failure to achieve a desired goal for example, “Failure to perform an emergency
disconnect”. Once the top event is defined, the analyst performs a systematic
review of each small piece of the system to determine how that event can happen,
either in terms of basic events (e.g., Failure of the upper shear ram to shear the
pipe) or in terms of other broader events (e.g.. Failure of hydraulic supply to the
upper shear ram). These broadly defined events are usually represented by AND or
OR logic gates which are then examined in the same manner as the top event, The
modeling process continues until all of the broad events are defined in terms of
basic events and the associated logic gates. The fault tree logic model is then
evaluated to determine the possible combinations of basic events that will result in
occurrence of the top event. These possible combinations are referred to as
cutsets. The cutsets may be qualitative in nature if no failure data is applied or
quantitative if failure data is applied depending upon the desired goal of the
analysis.

CAM I\ NANQ1GQD0
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3. FAULT TREE ANALYSIS

The fault tree model was developed to represent system functions that are required
to successfully shut-in the well and disconnect the LMRP. These functions are
included in the EDS and are intended to ensure persannel safety and isolation of the
well to preserve the environment. Well control functions, including operation of
choke and kill valves and the hydraulic supplies for closure of the upper and lower
annulars and the shear and pipe rams were also modeled.

Systems, equipment and components that are necessary to accomplish an EDS
were modeled from the individual hydraulic supplies to the BOP Stack components
back through the entire system to the ship electrical and hydraulic supply.
Estimated failure rates were included in the mode! to achieve an understanding of
the relative importance of failure combinations. Reliability of operators, where
human actions are necessary, was also modeled. Common cause failures (CCFs)
are failures which, as the name implies, arise from common causes. Since these
events have historically been found to occur with a higher likelihood of occurrence
than independent failures of similar components, they tend to become important in
highly redundant systems. In this modeling effort, CCFs were included in the model )
for failures of CPU boards, fuses, modems, and power supplies. These CCFs were
postulated for multiple identical components that are in similar environments. For
example, CCFs were included for failure of both CPU boards in a single pod and for
failure of all four CPU boards in the blue and yellow pods. No CCFs were included
for components which are in different physical locations and environments.
Although a case may be made for some potential for CCFs in these cases, they are
in non-redundant sets of components within the same signal flow path and
therefore do not significantly affect the system reliability.

tn order to focus on the equipment necessary to perform the EDS and Well Contro!
operations, simplified block diégﬁrams were developed for the electronic portions of
the system. These block diagrams were developed from the detailed electrical
schematics for the Driller’s Panel, the Toolpusher's Panel, the CCU Workstation, the
Communication/Power Distribution Cabinets, and the Subsea Electronic Modules
and their accuracy was verified by the applicable Cameron personnel. The block
diagram representations of the electronic portion of the control system formed the

589604638
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" basis for the fault trea model and are shown in Figures 3-1 through 3-11. Table 3-1

identifies the modeled configuration for solenocid/connector assumed assignments.

A description of fault tree top logic, model assumptions, and input data are
discussed in Sections 3.1, 3.2, and 3.3, respectively.

3.1 TOPLOGIC

Top logic for the fault tree was defined based on the successful operation of an
EDS: closure of the upper or lower shear ram, riser disconnect, opening the upper
annular, and isolation of the choke and kill vaives. Closure of the upper or lower
shear ram will isolate the riser as well as cut the drill string for separation from the
BOP Stack. Riser disconnect will allow separation of the riser from the stack.
Opening of the upper annular will facilitate separation of the riser (and drill ship)
from the stack. lsolation of the Choke and Kill lines aiong with closure of the shear
ram will isolate the well to prevant the release of well contents to the '
environmental. These same functions are also modeled in a top logic model for a
planned disconnect.

The probability of successful operation of these functions is modeled by the
following failure to operate BOP fault tree top logic:

. Failure to close the blind shear ram

. Failure to close the casing shear ram if casing is present
. Failure to disconnect the riser from the stack

. Failure to isolate the upper and lower choke fines

. Failure to isolate the upper and lower kill lines

A separate mode! top logic was developed to evaluate the probability of failure of

the essential well control functions and consisted of the following:

. Faiture to close the blind shear ram, or failure to open the
upper or lower choke lines or the upper or lower kil lines, or
close the upper and lower annulars

- Failure to close the pipe rams, or failure to open the available
upper or lower choke lines and the upper or lower kill lines, or

close the upper and lower annulars
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3.2 ASSUMPTIONS

Generation of fault tree models in order to gain a quantitative understanding of the
system reliability and governing failure combinations, required -a number of
important assumptions. Assumptions were established during development of the
model based on the following:

. Definition of Undesired Events

. System Operational Functional Description

. inputs/Outputs tor Each Component |

. System Design/Operational Requirements

. Monitored Parameters a'nd Associated Instrumentation Which

ldentify Need for Actuation
. Maintenance/Testing Practices, Frequencies, and Philosophies

The above information was compiled based on hydraulic, electrical, instrumentation,
and control system drawings as well as interviews with R&B Falcon and Cameron
staff. Access to information from the Cameron Project Manager and engineers

responsible for various aspects of the system was provided to the analysis team,

Resulting key model boundary conditions and assumptions follow:

1. EDS failure is defined as failure to close blind shear ram or failure to close the
casing shear ram _when casing is in the hole or failure to disconnect riser or

failure to open upper annular or failure to isolate choke or failure to isolate kill.

2. Well control failure is defined as failure to seal using the blind shear ram or any

one of the three pipe rams or failure to open any applicabie choke or kill paths or

failure to close the upper and lower annular.

3. The EDS1 and EDS2 sequences are taken into account in the model by
accounting for the fraction of the time that casing or a tool joint is in the stack.
The human error for failure to initiate EDS is considered to include the proper
mode selection. An estimate of 5% of the time was made that the casing shear

ram is required. This estimate is felt to be conservative.
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‘ 4. The casing shear ram is not considered ta be a redundancy to the blind shear
ram due to its inability to seal the well in.

5. Itis assumed that the pressure regulators do not require either an increase or
decrease signal during the period of operation of critical functions.

6. Itis assumed that the stack accumulator charge signal is active during normal
" pod operation.

Unlock of the choke and kill connectors is not required for successful riser
disconnect. ’

8. Closure of the inner and outer bleed valves is not required for successful EDS,

9. All components are assumed to be designed with sufficient margin, and of
sufficient quality, {“i.e., “fit for service”) to fit their intended applications.

10.Although retraction of stabs is a desirable function to avoid hardware damage,
retraction was not included in the model because failure of retraction would not

prevent disconnect and there would be ne significant personnel or environmental
‘ hazard associated with failure.

1 TR BN EE I W O e
~

11.Closure of the choke and kill isolation valves are not required for successful EDS
operation.

12.The blue pod is normally in operation and the yellow pod is in standby.
Although pod operation is rotated on a weekly basis, the model was developed
for one configuration. Due to symmetry between the pods, the results are not
impacted with the exception of the dominance of blue pod components. The
importance of each failure identified associated with the blue pod components is
equivalent for the yellow pod.

13.Failures associated with the cable reels are assumed to be coverad in the
cabling.

14.Since it is allowable to continue drilling with one train of POD electronics
unavailable due to failures it is important to account for these partial failures.
An overall POD electronics train unavailability due to prior failure is estimated to
. be 3.3E-1/drilling operation (1 failure in 3 drilling operations} in order to account

10
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for the potential operation with one train of electronics failed within a POD.
This is estimated by a failure rate of 3.18E-5/hr * 21 components * 45
days/drilling operation.

15.Failure of the “deadman” system (DMS) is conservatively not modeled for EDS.
Spurious operation is considered to be statistically negligible based on the
number of required failures necessary for spurious operation.

16.The solenocid cables to be used in the system are assumed to be “fit for
purpose” and are not included in the model due to low cable failure rates for
appropriate cable and the limited impact of single failures.

17.The pod bulkhead connectors are assumed to be more likely to leak with one or
more of the pie connector plugs disconnected due to the lower open face’
pressure rating of the connector.

18.Failure of an isometer in one of the Communication/Power Distribution Panels

can only isolate one pod.

19.The CCU warkstation was not modeled in detail due to a lack of design
information. The communication with the CCU Workstation was modeled
however.

20.Both the blue and yellow hydraulic signals for opening the blue and yellow pod

hot line supplies are always active.

21.1f both the open and close (latch and unlatch) pilot signals are applied to a three
position hydraulic operated valve, the actual pesition is indeterminate and the

valve is assumed to fail,

22.The hot lines are assumed to be a redundancy to the rigid conduit for hydraulic
supply. Although the operation of components will be slower, all the required
functions can be operated and the largest consumers also have accumulator

back up.

1
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-23.The upper and lower annular are completely redundant for well control

operations.

3.3 DATA

Fault trees were developed using the computer code SAPHIRE, a risk analysis
software package developed by idaho National Engineering Laboratory (INEL)
contractors for probabilistic analyses of nuélear power and nuclear weapons
facilities. The resulting model includes almost 1800 logic gates and approximately
750 basic events,

Failure rates were assigned to the basic events based on the OREDA-92 and
OREDA-97 offshore reliability databases, a combination of published data compiled
for the nuclear industry, published data compiled for military applications,
discussion with Cameron engineers, experience of the analysts, and engineering
judgment.

Where available and in sufficient detail, data from the OREDA databases was
preferentially used. In some cases however, either the data was unavailable for
specific components or the data could not be broken down to the model level of
detail. In these cases, other published data was used to estimate failure rates for
components that are similar in type and function to standard hardware (solencid
valves, hydraulic valves, cable, etc.). It is recognized that hardware designed for
the BOP service environment is not typical of industrial or military grade equipment.
Although the service conditions for the subsea components is severe, many design
features have been adced to minimize the potential for environmenta!l conditions to
impact the reliability of the BOP. These data sources are therefore considered.

Mast of the component failure rates used in the quantification of the overall failure

probability are time-dependent. Most of the components are in the standby state
during the majority of the drilling operation. The component failure probabilities for
standby components with periodic testing are calculated from the following

equation:

P=1+(™"-1/0)
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Whera: A = time dependent failure rate

= test interval

-

The test intervals associated with the various components were based on an
estimate of how often the components would be demonstrated to be operable. In
general, 4 time periods were used. Main power supply breakers and transformers
would be expected to be monitored continuously and are assigned a test interval of
1 hour, which is conservative. Components such as the rams are tested weekly
and are assigned a test interval of 168 hours. Electronic components associated
with the operating and standby pod are continuously monitored and are assigned a

conservative tast interval of 1 hour. Components associated with the standby pod

which are not continuously monitored are assigned a test interval of 168 hours (1
week} based on the expected weekly rotation of operational pods. Components
which would be tested only by an actual disconnect were assigned a 1000 hour
test interval, estimating a conservative average of one planned and one unplanned
disconnect per drilling operation. The UPS batteries are only needed if power is lost
and therefore may only be infrequently load tested. The batteries are therefore
assigned a test interval of 2920 hours (1/3 year’.

Experience and judgment was the primary method for estimating failure rates for
components with limited failure data (such as modems, optical link modules,
workstations, and software). In such cases, conservative failure rates were enterad
to determine the overall effect on system reliability.

Failure rates for operators to take necessary actions were estimated based on all of
the above, with sensitivity studies performed to gain an understanding of the
importance of operator actions. Experience, training, and system indication are key

elements to reliable operator actions.

Common cause events were quantified using the multiple greek letter (MGL)
method. Based on the data in OREDA-97 for controf logic units, approximately 7%
of the failures were attributable to common cause failures. This was used as the
beta factor, which when multiplied by the individual component failure rate
estimates the likelihood of two similar components to fail due to 2 common cause.
No data regarding the likelihood of more than two components to fail due to the

same common cause is identified in the OREDA data. Based on experience gained
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ini the nuclear power industry, common cause failures of more than two
components actuaily have occurred and have resulted in a significant contribution to
overall unavailability. The likelihood of failure of a third similar component due to a
common cause given faijure of two components (delta) is estimated typically to be
in the 20-30% range. For common mode failure of four or more components,igiven
failure of three components due to a common mode (gamma), the estimate is
typically in the 70-80% range. The failure of more than four components due to
common causes given failure of four similar components due to common causes are
typically assumed to be 100%. The specific details of the developed factors are
shown in Table B-2 in Appendix B._ ’

Basic events were named according to the convention AAA-BBB-CC-2ZZZZ where
AAA is the system designator, BBB is the component type, CC is the failure mode.
and ZZZZZ is a designator assigned to uniquely identify each event. A listing of
basic events along with failure rates for each event are listed in Appendix B.

14
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11 A Ad A5 X189 i1 A |85 -UIK Open
21 A Ad AS X419 1 | B |85- UK Close
30 A Ad A5 X9 1 | C 1B7-LOK Qpen
41 A A4 A5 X198 1 | D |88-LOK Close —
| s1oal as A5 X19 1l E
1 61 A | Ad A5 X19 1 | F
‘ 71 A Ad AS X20 2 LA
Bl A | A4 A5 X20 2 | B

U%\P:e\f9nLerClose
150a | Al m %21 -
5 A ] aa 6 X21 LA Preventer Glose
Ty OA AT A8 X2t 3 E |15 - Blue Pod Hot Line Supply
Open
18] A AT A8 K21 3 f
191 A a7 A8 X23 4 A 149 - Pod Selact Pllot Open
op] g A7 AB X23 4 1B
21 A AT A8 X23 4 C
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231 A A7 A8 K23 4 E 131- LMRP Conn. Secondary
Unlateh

241 A A7 A8 X23 4 F

@
3] A | A10 A1 X25 8 | D
351 A | A10 | AT X25 6 | E
361 A | A0 f A1 25 6 | F
370 A | A10 | A1Y x27 7 1A -
38 AL OATO AT X27 kR
39 A | AlD A1 X27 7 icC f :
0] A | A0 AT H27 7 D
w1 A Foato | oAz R
42 AL ATD A'JZ‘_'V X27 e 7 Fo : j
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A13 A4 X300 g A 195 L.OC Open

A13 Ald X340 9 B 196-L0C Close
A13 Atd X30 g C {97 - LIC Open
52 A A13 At4 X30 9 D {98~ LIC Close
531 A A13 Atld X30 9 E 199 - HP Casing Shear Close S
541 A A13 At4d X30 g | F
551 A A13 Al4 X34 10 | A [91-UOC Open

At4 %31 10 | B |92- UOC Close
WS 3
A8
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851 A A15 AT X32 11 E
851 A A8 A7 X32 11 F 168 - Bhaaring Blind Ram #1
Close
g?’ A At A7 X34 12 1 A [
831 A A1 A17 X34 12 B 168 - Lower Pipe Ram #5 Close
89 A A1B A7 X34 12 C
701 A A1 A17 X34 12 D
711 A A8 A17 X34 12 E
A AlY X34 12 F 172 - Casing Shear Ram #2 Close

{84 UOK Close =

17 LMRF Conn

811 A A9 AZ0 X368 14 C
821 A A19 A20 X386 14 D N
w8 3] A A9 A20 X33 14 E 23 - LMRP Accumulator ’:hen;
841 A A19 AZQ K38 14 F
LBS ; A | ATE AZO X385 13 1 A
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881 A A19 A20 X38 16 8
87 A A18 A20 X38 15 C

881 A A1¢ A20 X38 15 0

98| A | A22 A23 X41 17 | B
99| A | AZ2 A23 X4 17 | c
100, A | A2z A23 X41 17 | D
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102] A A22 AZ23 | X4 17 F
103] A | AZ2 A23 X42 18 | A
104] & | A22 A23 x42 15 | 3
105( A A2 | AZ4 ezl s o
19
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A 185 - UIK Open

B | A35 A3 X19

110 B | A35 A3S X19 B |88 - UIK Close
111 8 | A35 a3 X19 C |87 - LOK Open
112] 8 | A35 A36 X183 D |88 - LOK Glose
113] B | A35 A38 X19 E
114] B | A3S A36 X19 F
115 B | A35 A36 X20 A
116] B | A35 A36
7| Bl Ass | A7

A35.| AST

A35 - AST

A3% 37

JA3S

“UUa Prevanter Closs ™

128] B AZ8 A2 X21 E |15 - Blue Pod Hot Line Supply
Open
128 B A33 A39 X271 3
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A39

127) B A28 A39 X23 4 A |49 - Pod Select Pilat Open

128! B A33 A3Y X23 4 B

128] B A38 A3 x23 4 G

130 B A28 A39 x23 4 8]

131 B A38 A3% X23 4 E {31~ LMRP Conn. Secondary
Unlatch

1321 B A38 X23 4 F

1421 B A4l Ad2 X25 8 D
1431 B Al A4z X25 & =
144 B Ad 1 AdZ X25 & F
1451 B Ad1 A2 X27 7 A
145 B A4 ALZ X27 7 B3
47 B A4 Ad2 R27 7 C
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148 B A41 A42 A27 7 D

157 B Ad4 A45 X30 9 A 195 . LOC Open

188 B Ad4 - A45 X30 9 8 (98 - LOC Close

1591 B Add A4 X30 9 C |97 - LIC Open

1800 8 Ad4d | Ad5 A3Q 9 0 {98 - LIC Close

164 B Add [ AdBl X360 9 E 198 - HP Casing Shear Close
1628 B Add AdD X300 9 = ?

1631 B Add A4S X31 10 A ;9‘] - LOC Cpen

[<8]
Ny
'
[on
-
@]
O
Q
o
&
0]

ied] 8 Add A4S

- oade ]

+47€ - Upper Pipa Ram Closs -

A4Sy

A48 L X3t. e Y 178 Middle Pips Ram Close
H80E B | N4a AAB st I A

[
AN

(93 )
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1731 B A47 Ad3 X32 H E

174; B A47 A48 x32 11 F 188 - Shearing Biind Ram #1
Clase

1751 B8 A47 A48 X34 12 A

178] 8 A47 A48 X34 12 B 188 - Lower Pipa Ram #5 Close

1771 B Ad7 A48 X34 12 C

178 B A47 A43 X34 12 D

179 B Ad47 A48 X34 12 E

180 B Ad7 A48 X34 12 F 172 - Casing Shear Ram #2 Close
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191 B AS50 AS1 X368 14 E 123 « LMRP Accumulator Charge
1921 B A50 A51 X386 14 F
193 B ABD AB1 A38 15 A
184] B AS0 AS51 X33 15 3
195 B ABQ A51 X38 15 C

93 -UicOpen

206) B | A53 | AS4 Xa1 7 I B
2070 B | A53 AS4 X4 1 17 | ¢
208 B | AS3 AB4 X1 7D
200 B | As3 AS4 X41 17 I E )
290 B | A32 A54 X4 17 F
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AB3

Ad4

X42

18

A53

AS4

K42
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Figure 3-1: General Channel - Toolpusher's Panel (TPP) to Comm./Power Dist. Panel A
From Pushbutton Switch to Transmit Command Signal to CDC

]
Power Input |} iw! B;:Eet > TPFP‘;“&“ P} TPP Power P TPPR Fusa | TPP Diade
CDC-B, W8 .3 Fl4 Supply -G4 -F1§ V2
See Fig. 3-8
TPP R
areaxee | P TPP Fuse W TPP Pawer B TP Fuse P TPP Dlode] .o o e
o F18-F2 Supply -G1 3 v
TPP - TPP Power
Power Input e | TPP Fuse 1B s
Breaker Supply i
COC-A, W5 oy 85 -F7 s H :
See Fig 36 See Fig. 3.7 2 3.3
TPP Function c:':'::’ - TP:I & TPP WME | TPRCPUY o TP | TPP Opticat Signat
Push Button Say > Board Plexmpisof 7| Link Modude Transmitter
Swilch Board Boards BusA -A2 Al -t a0
© -A3 -A4 8 -A5
TPP Enable TPP PP
Push Butien P Carrier P Pi
Switch Board Beard
-5241 -A33 -A3§
TPP Enable
Push Bulton
Swilch
-5242
Note: See Figure 3-11 or symbol Key
g
g 26
5
o
£
@
%
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Figure 3-2: General Channe! - Toolpusher’s Panel {TPP) to Comm./Power Dist. Panel B
From Pushbutton Switch to Transmit Command Signat to COC

Power Input » ar::s' P TPP Fuse [P TRP Pawer 1 TPP Fuse | TPP Dioda
COC-A, -W5 a1 Ft8-F2 Supply -G1 3 w1
Saee Fig. 3-6
s TPP Fuse »| PP Power | . pp| TPP Fuse TPP Diode
Breaker F13a Supply G4 Fis 2
-3 F1d peiy
H TPP TPP Fuse} . > TPP Power
Z;’:‘alnwg 1 Breaker | -F188 Suppiy
el -Q4 -F19 -G§
See Fig 3-8 H See Fig 3.72 3-8
J e PP g P
TPP Function Carrer —>| Piggyback PP VME P TEP CPU »  TPP —»| TPP Optical Signal
Push Buton Boavz Boards Bus B Board CXM/FISO; Link Moduie Transmitter
Switeh ) -AS1 8 A9 -Ad8 2 Wt
-AS0
-A52
™
TPP Enable TPP PP
Push Bulten P Casier —p-| Figgyback
Switch Boarg Board
-3241 -ABD -A82
TPP Enable
Push Buttan
Switch
-§242
Naote: See Figure 3-11 for symbol Key
A = 2
% 27 ES_JE
D
& e
=
o
-
o
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Figure 3-3: General Channei - Driller's Panel (OP) to Comm./Power Dist. Panel A
From Pushbutton Switch to Transmit Command Signal to CDC

Power Input oe 0P Fuse »| 0P Pawer > D Fuse DP Diode
Breaker F138& kel
cDC-B, W4 a3 F14 Supply -G4 -FIS V2
See Fig. 3-8
a1 b] D7 Fuse | B OF Power »| OF Fuse |3 DP Ciode
eg‘ -F18-F2 Supply -G1 F3 Vi
oP »| OF Pawer
Power Input Py DP Fuse
Breaker Supply
AL A . E
CDC-A, W3 oy 58 F7 s
See Fig. 3-6 See Fig. 3-78 3-8
. ) op P A
DF Funclica OF Cartier - » DP CPY .l oP DP Optical Link Signat
Push Button Board > P’gz*"’;:" ” DBPU‘S":E P Board Plexmmisol ™| Modue Tranamitter
Switeh -A3 @ -A2 Al U1 wes
-A4 & -AS
DP Enable DP
push Button DP Camier) 3| Piggyback
Baard
Switch A3 Board
-s241 ~ -A35
DP Enable
Push Bulton
Switch
5242
Note: Sea Figurs 3-11 lor symbol Ksy
=
= 28 )]
0
()
(=
[
a3}
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e Figure 3-4: General Channel - Driller's Panel (DP) to Comm./Power Dist. Pane! B
From Pushbutton Switch to Transmit Command Signaj to CDC

Power input > B'EF; P DP Fuse »| OP Power P} DF Fuse DP Diode
coCA W3 o FA 8 F2 Supply -G1 -3 N
See Fig. 3-6
oe p| OF Fuss > OP Power > OP Fuse [_..p OP Diode
Breaker F138 Supply G4 15 v N2
-a3 -F14 i
Power tnput i P »] DP Fuse p| OF Power [
=P Breaker [ -F18& Supply
cocs, wa -4 -F19 -GS
See Fig. 3-6 . SeeFig 3.7438
oP - -~
OP Function OR Carriar »{ Piggyb DP VME » DP CPU » DP | OP Optical Link Signat
Push Button Baard Boards > BB Board CXMFISO! Module Transmilter
Switch -A5Q -AS14 -A49 -Ad8 U2 -W2g
-AS2
)
OP Enabie . 21
Push Butian P DPB:;:":Q' | Pigg !
Switch AB0 Board
-S241 N -AB2
DP Enable
Push Bution
Switch
-5242
Note: See Figure 3-11 for symbol Key
=
3 29 ES
[C)
<
<
=
[}
2
Py
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Figure 3-§: General Channef - CCU Workstation to Comm./Pawer Dist. Panel A & B

From CCU to Transmit Cemmand Signal to CDC

Power Input ] ceuws > C:::vv:{s couws » couws »| ccuws Signal
CRC-A, Fuses -F7 Su Fuss -F1 Diode QOptical Link | Transmiter
w22 258 _g’l"" i Modute -U we
See Fig. 3.6 See Fig. 3.78 3-8
cCu
Workstalion
Ses Fig 3.7438
Power lnput ccuws CPCL:VV:? ceows couws ceuws Signal
eDC-8, ||....pp] Fuses -F9 » s“ . S Diode Optical Link Transmitter
W23 & -F1o “g’;" v vz Module -U2 -wag
Se=Fig 3.6
Nate: See Figure 3-11 for symbol Key
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Figure 3-6: Power - Communications/Power Distribution Panel
Panel A (W5) and B (W§6) to Toolpusher's Panel
Panel A (W3) and B (W4) to Driller's Panel ... —. .. -— - - |
Panel A (W22) and B (W23) to CCU Woarkstation

See Fg, 3-1
CoC-A
Breaker > qujvlsnpm
-Q7
CDC-A COC-A
AUPS [P Breaker P.Rr::':;u P Breaker » M‘v'v'a"""‘
-1 -Qs
Fig. 3-74238 See Fig. 35
coca o ;2:: sllPower input
Power w22
-Q4
Seefig 3-2
cDe-8
P Breaker |- — insxﬁnpm
-Q7
SesFig 34
<oC-B coc-8
aups | e B Breaker o Ra:npalc »!  Breakar ». Pow:rv:apul
e arel Power as
Fig. 3-7 & 3-8 See Fig. 35
coc B _p| Shes silPowe lnput
reakar
Power a4 w23

Note: See Figure 3-11 for symbcl Key . \

£

G
;
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Figure 3-7: Blue Power/Signal Comm./Power Dist. Panel A&B to -WB0, -W62

sl couws A Oplicaf Link —e S —— - -
Signal  f~—¥®{Module OLM -|
we u2
See Fig. 3-5 See Fig. 3-6
" A Oplical Link A Power
DP Signatl - Revardh A2AFuse-lg {f COCA
ey t— Module OLM - Supply Baard £3, -F10 Power
3 G2
See Fig. 3-3
) A Optical Link - A AcPU
TRP Sigat I | Modute oL - ™ Aproibus [ cxwRso P Board ATME > Adtdem > Storal
) U5 Hoard -A1 A2 -
See Fig, 3-1 .
CCUWS B Optical Link [ BCPU "
Signal [ Modute OLH - > g profibus cxwriso > sows | B;rs 1 8 ""4;';"“ ) S
wag U2 lq Board Al -A2 -
See Fig. 35
. B Optical Link: B Power
DF Signal . Jlq--{3AFuse -1 | CDCB
w2e M""“‘JS”" | s“""fé‘z’“““ 1 ke, 10 Power
See Fig. 3-4 See Fig. 3-6
. 8 Optical Link
PP Signal L \toule OLM -
wat us
See Fig. 3-2 See fig 36
CocA | p! ASwich | ABAFusel pd AXimrl_ \ln4aFumel gl Power |
Pawer K5, K& 5, .F6 T F7,-F8 was ||
!
1
"
i
i
c€oce .y BSwich | ) BEAFusel )18 Ximr| . )8 4A Fuse _..pp| Power _’
Power KS, K6 -5, F6 T -F7, -FB W20
Nole. See Figure 3-11 for symboi Key See Fig. 36
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Figure 3-8: Yellow Power/Signai Comm./Power Dist. Panel A&B to -W61, -W63

ccuws A Opticai Lirk|
Signal | Modute OLM
- W 2 - SR - S e
See Fig. 3-5 See Fig. 3-6
. A Opticai Lirk A Power
OP Signal X R R P AAFuse be || COCA
w28 Module OLM | Supply Board!4 F15.16 o Pover
u3 -G3
See Fig. 3-3
' 13| A Opticat Lirk A ACPU .
TPP Signal ™ yoduie OLM - 1 Aprofious (P O0Fiso [P Boarg [P} AYHE P Aboden] ] Sl
W0 us Soard -Ad A5
See Fig. 3-1 Yellow
J-Box
ccuws 8 Optical Link 8 BCPU anal
Signal Module OLM - >| 5 profibus F—J CXMIFISO Board ] B;ZE ! “f:;;"‘ s@'s‘ "
W38 97] P Board -Ad -AS
e r—
See Fig. 3-5
" B Optical Link ’ B Power
DP Signai - a B2AFuse [ g § COCB
oo [ |Modue OLM Supply Soard| 1516 [ Power
U3 -G3
See Fig. 3-4 | See Fig. 36
1
. B Oplical Link
PP Signal |y \iodiuie OLM - >
W3t A
us
See Fig. 3-2
..... p| ASwitch | g |ABAFuse|..p| Axime| o |a2AFuse g Power |
&2, K3 11,12 T2 13,14 w19
Yafiow [~
J-Box
coce .| BSwitch |..y186AFuse ) B 20mr..)18 2A Fuse ] Power
Powar K2, K3 -F11,12 -T2 13,14 w21
. Note: See Figure 3.11 for symbol Key See Fig. 36 [E/’Q\
ot .,
c 33 ‘S\.EQ
[ail
e
P
@
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Figure 3-9: Blue Signal -W62 Thru SEM to Solenoid

Blue Power
e | Spply Board
- Y AL a1 — i - S
Blue Fuse |..
H Board -F1
Blue Power |
Supply Board {1
62 ;
[ Blue Fuse |
H Board F2
Biue Power Blue Powar i
Supely Board] ™} Supply Board |
-G4 | G3
[——— b
p{ Elue Modem -|___y, cxrnll‘;so l——p| EluecCPU p| Blue VME p| Biue Carrier : Piggyback
See Fig 3.7 Al Board A2 Board -A3 BusA Board AX Board AY
Blue Signal Ple "
we2 Cannector Z Function
Ly Biue Madem - cx::;:so Blue CPU | BlueVME Blue Canier [ P] Piggyback
A32 | Board -A33 Board -A34 Bus8 »| BoardBX | P Board BY
Blue Power Blue Power
Supply Board Suppiy Board
G5
Blue Fuse |.|
Board -F3
Biue Power
Supply Board
a8
i Blue Fuse
! i Board -F4
5 Biue Power .
Ly} Supply Board | _ |
Note: See Table 3-1 for Assignment of Components Labeled X, ¥, 2 G7 . .
& See Figure 3-11 for symbal kay .
B EQ
) 34 'DEQ :
& . X
&
e
(421
o
@
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Figure 3-10: Yellow Signal -W83 Thru SEM to Solenoid

Yellow Power
. # Supply Board - __
- o — 61— S -
‘| Yellow Fuse |
See Fig. 3-8 Board -F1
Yellow Pawer
1 »
v 'i’;l:fwef Supply Board - |
G2
..... Yehow Fuse {_.
Board -FZ
Yaliow Power Yellow Power
Supply Board |1 Ly Supply Board -|
G4 : 63
i
L »]
Ml T Yellow CPU o Yatow Ve p Yetow Carier || Piggyback
See Fig 38 At Board .A2 Boaid -A3 Bus A Board AX Board AY
Yellow Signal Pie "
We3 Conneclor 2 F n
ool G 8 Yetiow CPU 3| Velow VME »| Yellow Carrier Piggyback
A32 Board -A32 Board -A34 Bus B Board BX r Board BY
Yellow Power | | Yellow Power
Supply Board | Supply Board -| .
-G8 G5
Yelow Fuse | ...
See Fig. 3-8 Board -F3
Yeliow Power
Yallow Power S—
We1 +9 Supnly Board -
! G5
; Yellow Fuse |
Board -F4
% Yelow Power
t.pn Supply Board - _
Note: See Tabie 3-1 for Assignment of Components Labeled X. Y, Z G7
See Figure 3-11 for symbol key .
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- ---—~Figure 3-11: Flow Diagram Symbol Key — - R

Component

Componeﬂ
3

Component
{ 1
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2
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3

4

Redundancy

Component
1

Signal

Power

Multiple Required Inpu

]
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L]
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4, EVALUATION RESULTS

As discussed in the introduction, the evaluation of the fault trees by boolean
reduction results in the identification of the minimal cutsets, or the minimum
combinations of failures that will result in the occurrence of the undesired event.
Each of these cutsets is composed of one or mors failures and each of the failures
is assigned a probability of failure as discussed in Section 3. The product of the
failure probabilities for all failure events in a cutset represents the probability of
occurrence of the cutset. The sum of the cutsets for each fault tree model
represents the probability of occurrence of the associated undesired event. In
addition to these quantitative results, potential problem areas are often identified
during the development of the model. These are discussed in Section 5. Table 4-1
summarizes the probability of occurrence of each of the undesired events. The
number of cutsets shown in the table are those with a probability of occurrence
greater than 1E-10. The overall potential for any of the events occurring which lead
to the failure to perform the EDS function is 3.12E-4 {1183 cutsets}, which is less
than the sum of the individual events in Table 4-1. This is due to the fact that
some of the cutset combinations result in failure of more than one of the functions
but are correctly only counted once when looking at the overall likelihood. The
listing of the first 100 cutsets (or all if less than 100 cutsets exist above 1E-10) for
each of the functions is shown in Appendix C. The relative dominance of the blue
pod components should not be interpreted that the blue pod is more unreliable. The
mode! was developed for the condition with the blue pod in operation as
representative. This same apparent dominance also appears in the importance
measures presented in Appendix D but in fact there is no difference between the
blue and yellow pods. The failure probability for the well control scenario is
approximately an order of magnitude lower than for the emergency disconnect

scenario.

The major contributor to the failure likelihood associated with the BOP control
system results from the selected stack configuration. With only one shear ram
capable of sealing the well in, it is extremely difficult to remove all the single failure
points from the control system. The final shuttle valve, which supplies the
hydraulics to the blind shear ram, represents such a single failure point for the

disconnect function.
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Failure to perform EDS functions 3.12E-4 1183
Failure of the shear rams 2.06E-4 524
Failure to disconnect the riser from the stack 3.61E-5 753
Failure to close the upper and lower choke lines 3.32E-5 66
Failure to close the upper and lower kill lines 3.32E-7 66

Failure of well control operations 3.70E-5 612
Failure of well control using shear or pipe rams, 2.19E-5 525.

including choke and kill
Failure to close upper and lower annular 1.66E-5 313

The dominant failure combinations (in terms of probability of occurrence) assaciated

with the failure of the BOP to perform the Emergency Disconnect Sequence when

required are:

* Failure of the final shuttle valve providing hydraulic supply to the

blind shear ram close port,

* Failure of a pair of choke or kill valves to close on demand,

» Failure of the indication to identify need to initiate EDS or operator

tailure to initiate EDS,

» Failure of the final shuttle valve providing hydraulic supply to the

casing shear ram close port and the presence of casing in the

stack,
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» Common cause failure of all four pod modems or all four
communication/power distribution panel modems

As noted above, due to the selected stack configuration, the final shuttle valve
which supplies the biind shear ram represents a single failure point and accounts for
56% of the failure likelihood of the system to perform an EDS. '

The failure of the four choke or kill valve pairs each contribute about 5% of the
failure likelihood of the system for disconnect. This is a more significant
contribution than has been found in past analyses due to their less frequent testing
schedule (i.e., once a week operation of the valves rather than the daily operation

of the valves for other systems.

The dominant failure combinations associated with well control operations show
that the additional diversity and redundancy available for well control provide
additional refiability. The likelihood of failure for the critical functions for well
control is almost an order of magnitude below that for disconnect. The dominant
faults are a little wider distributed than in the disconnect case but still represent a
small subset of the number of failure scenarios.

« Failure of the indication to identify need to initiate well control
actions or operator failure to initiate well contro! actions,

+ Commen cause failure of all four pod modems or all four

communication and distribution cabinet modems,

* lInadequate precharge on the pod manifold regulator pilot and
failure to switch to the inactive pod,

* Software error in the pod software or communication and

distribution cabinet software, which are undetected.

Another result of the fault tree evaluation is the development of importance factors.
The tactors allow the analyst to focus in on the areas of risk which are important to
system reliability. Two measures are typically calculated, the nisk reduction

measure and the risk increase measure.

For the evaluation of the BOP in terms of emergency disconnect, the most

important factor to bath risk increase and risk reduction is the final shuttie valve
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associated with the blind shear ram. Since this area of the system is a single failure
point, the importance of the shuttle valve reliability is magnified. Care should be
taken to ensure the highest reliability possible from this valve. The maximum
improvement in reliability possible by improvement of the shuttie valve is about a
little mare than a factor of 2. Conversely, if the refiability of the shuttle valve is
underestimated either due to the limited data available or differences in the installed
shuttie valve from the generic data sample, the reliability of the system may be
severely impacted. The maximum increass in system unavailability due to an
increased probability of shuttle valve failure is a factor about 3200. A specific data
collection effort for the particular shuttie valve used in the Carnqron system may
remove some of the conservatism introduced by the use of gener]'(: data and reduce
the dominance of this component. However care must be taken to ensure
continued high reliability of the shuttle vaive since it is extremely critical to the
overall BOP disconnect operation. The final shuttle valve for the casing shear ram
represents a similar potential problem, but it’s importance with respect to the
overall likelihood is reduced due to the smaller fracfion of time that it’s operability is
required for a successful disconnect. Although the impact of failure of the casing
shear ram is not as dominant, the same attention to its reliability should be paid as
extended to the blind shear ram shuttle valve.

Beyond the blind ram shuttle valve, the next most critical factor to risk decrease far

‘disconnect is the reliability of the choke and kill valves. The identified weekly valve

exercise leads to a higher unavailability than if the valve were tested more
frequently. Additional testing of the valves would lead, at most to a 5% reduction
in the risk. If the valves are actually cycled more than once per week under the
current operating philosophy, the contribution would in reality be lower.

Beyond these items, the largest potential item for reducing the risk {increasing the
reliability) for both disconnect and well control operations is to ensure that the
indication, recognition, and willingness of the operator to initiate the appropriate
actions or to switch to the standby pod following failure in the active pod. The
indication, recognition, and willingness of the operator to initiate the appropriate
actions is also the next largest factor which can potentially increase the risk for
failure to disconnect or failure of well control. Given the importance of the
operator, it is essential that the indication available to him provides a clear picture
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of the status and that the guidelines for initiating a disconnect or performing well
control operations are clear and concise.

The only other factor which can potentially raise the risk by a large amount are the
postulated common cause failures in the modems, power supplies, and CPU boards.
These types of failures are difficult to reduce because they are generally driven by
common maintenance errors, common environmental effects, common
manufacturing defects, or other similar factors. In general practice, the method
used to reduce the potential for common cause failures is to provide diversity, e.g.,
use of multiple brands of modems, power supplies, and CPU boards. This is not
always practical nor desirable frem a standardization point of view. Given the low
risk reduction potential for these items, care should be taken to ensure that the
equipment is qualified for its operational environment, and care is taken in any
maintenance activities to raduce the potential for common errors in an attempt to

minimize the potential for a higher common cause contribution.

The complete importance analysis results are contained in Appendix D.
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5. OBSERVATIONS

Several cbservations were made during the course of the analysis which have an
impact on the current and future reliability of the Cameron BOP control systam.
Overall, the system has been well designed with a large amount of redundancy in
most areas. One item was identified during the model development which has
already resulted in a design change in the system. A condition was identified in the
system, as initially configured, in which the standby pod would be unable to be
hydraulically activated upon loss of the other pod’s hydraulics. The pilot operated
check vaive which controls the pod hot line supply would close upon loss of one
pod’s hydraulics. As a consequence, the standby pod would be unable to assume
control since there would be no pilot supply to allow the pilot valve to be opened.
The initial thought had been to keep both hot line supply open signals active.
However, due to concerns over binding of the shuttle valve in an indeterminate
position, the suﬁply from the inactive pod was interlocked to be inactive via
software controls. This would have resulted in closure of the pilot operated check
valve upon loss of hydraulics and no ability to open the alternate pod supply except

“through use of an ROV. The shuttle valve supplying the pilot operated check valve
was replaced with a different shuttle valve that was designed to operate with
hydraulic pressure with either or both hydraulic inputs pressurized. Failure of the
pod hydraulic supply under this case would resuit in the pilot operated check vaive
remaining open, since the pilot supply from the inactive pod would be available
immediately upon loss of the active pod hydraulics.

The design of the system with two trains of redundant electronics in each pod
allows for the potential to continue operating in a safe manner even in the event of
a card failure or modem failure. Although some increased risk must be expected if
operation continues with a failure in the pod. this increased risk must be examined
with respect to the time remaining in the drilling operation. Since the risk increase
due to the failure of a single train of pod electronics is extremely minor (< 1%] even
if exposed for the entire duration of the drilling operation this will nox likely be the
governing concern. This is due to the dominance of hardware faults in the hydraulic
portions of the system. If a second train of electronics fails, but in a different pod,
the risk is increased as would be expected. The increase however is not extremely

significant {<5%), again due to the dominance of non-electronic faults. f the
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second train of electronics is within the same pod, i.e., complete loss of pod
tunctionality, the risk is significantly increased {970% - from 3.1E-4 to 3.3E-3) if
drilling operation continues under these circumstances.

Several areas were identified during the course of the analysis which tend to drive
the reliability results. The most significant is the use of a single blind shear ram in
the specified stack configuration. This is a condition imposed upon the control
system due to the selected stack configuration. Control system design alterations
to improve the configurations reliability would not be practical. Therefore, it is
more important to be cognizant of the potential vulnerability, to strive to use the
most reliable robust shuttle valve available, and to be aware of its importance
during the installation and any maintenance activities involving the valve.

As indicated in the discussion of dominant contributors, the weelkly demonstrations
of operability for the éhoke and kill valves influsnce their reliability. More frequent
operability testing can raduce the failure likelihood. However, potential impacts to
the normal drilling operation arising from such changes to testing frequency must be
also taken into consideration.

The arrangement of the solencid cables/connectors on the pod piggyback/carrier
boards has an effect on the system reliability. Each train of subsea pod electronics
containg fourteen piggyback boards and seven carrier boards. Cameron has
ensured that the circuits are assigned such that redundant functicns do not utitize
the same carrier board or piggyback board. it an entire board were to fail, the full
complement of redundant features would be maintained. Due to the overall
redundancy designed into the system, this does not significantly impact the overall
system reliability, however it does reflect good reliability engineering practice.

One potential conservatism included in previous analyses of the system, which has
been removed for this analysis, is the inclusion of the requirement for the annular to
open in order for EDS to be successful. Aithough desirable, opening of the annular
is not considered to be essential to successful EDS.
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